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Introduction
Pharmaceutical products are a kind of perishable products. They are sensitive to heat and time and must be kept at the correct temperature from the time they are manufactured until they are used [1] . They may become unsafe, or suffer from reduced quality or shelf-life if adequate temperature control is not maintained through the shelf-life of the products. And the quality of the pharmaceutical products is related to human health and life safety. The unsafe pharmaceutical products can make people death or cause other very serious accident. To ensure the pharmaceutical products do not become damaged throughout this process, businesses in the pharmaceutical industries are increasingly relying on the cold chain technology. The cold chain [2] refers to the transportation of temperature sensitive products along a supply chain through thermal and refrigerated packaging methods and the logistical planning to protect the integrity of these shipments. It is used to help extend and ensure the shelf-life of products such as fresh agricultural produce, seafood, frozen food, photographic film, chemicals and pharmaceutical products. Cold chain has become more and more important within the changing global economy today due to the huge increasing demand on the products of temperature controlled industries.
Currently, cold chain is well developed in the United States, Canada, Germany, Japan, South Korea and other developed countries [3] . The virtual food cold chain management system established in Europe and the United States can track the shipments and can monitor the use of refrigerated trucks dynamically. Also, in the system, the demand information and a variety of different areas chain network are banded together to ensure fast and reliable logistics information transmission. In the United States [4] , most of the recall food and agricultural produce have been announced on the official website of the U. S. Department of Agriculture's Food Safety and Inspection Service (FSIS).The consumers can distinguish the problem food and agricultural produce according to the packaging identification information. Some industries through the use of the advanced RSS bar code system and EAN / UCC Global Identification System, more specifically reveal the identity of the food supply chain information, such as seeds of each product, fertilization, the use of antibiotics, production time, the production line, place of production, production technology and production order, and so on. Once problem products are fond, the identity information will be able to play a significant role. In Europe, the European Union has been using the EAN / UCC system, successfully carried out the research on track of beef, vegetables and other foods. Through the use of bar codes and GLN, the product and its attribute information and participation information in the whole process of the food cold chain can be effectively identified, then food tracking and tracing can be carried out. In contrast, China's cold chain technology lags far behind in foreign countries. The lack of cold chain facilities, not enough information equipment, and pure information network can not provide low temperature protection for perishables. It is estimate that in China only 15% of products that should be temperature controlled are handled properly [5] . Because of that, large amounts of fruits and vegetables spoiled and human health is potentially at risk.
Quality control and monitoring of goods during the cold chain is an increasing concern for producers, suppliers, transport decision makers and consumers. Commercial systems [6] are presently available for monitoring containers, refrigerated chambers and trucks, but they do not give complete information about the cargo, because they typically measure only a single or very limited number of points. And the digital data loggers in the system record exactly when something is going wrong in the transportation process, but keep this information silent until the product arrives at its destination. At that moment it's already too late to prevent any problems. Shipments should keep us informed about their condition and location, and immediately warn us when something is about to go wrong. Therefore, to further optimize cold chain, with lower inventory levels, shorter lead time and more flexible supply chains, become concerns of government and enterprises, also an important topic for research.
As a new technology, "Internet of things" provides a feasible way to enhance the safety and quality of the pharmaceutical cold supply chain management [7] . Internet of Things can effectively monitor the whole process of the cold chain logistics. In this paper, we proposed the architecture of the pharmaceutical supply chain management system based on "Internet of things". The new architecture will enhance existing track and trace applications, not only the location and movement history, but also the condition of perishable products.
Internet of thing

The meaning of "Internet of things"
The concept of "Internet of things" is attributed to the original Auto-ID Center, founded in 1999 and based at the time in Massachusetts Institute of Technology (MIT). "Internet of Things" is the "things connected to the Internet". It is defined as a new technology which connects any thing to Internet in order to exchange information and communication using information sensing equipment, such as the radio frequency identification (RFID) systems, infrared sensors, global positioning systems, laser scanners and so on, in accordance with the agreed protocol, and to achieve the intelligent identification, location, tracking, monitoring and management of things [8] . "Internet of things" contains the essence of objects automatic identification and information sharing through Internet. It consists of three elements [9] . One is the sensing device, which includes radio frequency tags, sensors etc. to identify the objects. The second element is the transmission network including Internet, wireless communication networks, etc. Data are transmitted through transmission network. And the third device is the processing terminals which refer to computers, mobile phones and other terminal devices whose function is to calculate, processing, input and output data. Following the computer technology and the Internet, Internet of Things is considered the third wave of information industry of the world.
EPC global architecture framework
The most representative structure of "Internet of things" is EPC global architecture framework supported by Europe and the United States. EPC "Internet of things" architecture [10] (shown in figure  1 ) consists of EPC (Electronic Product Code) code, EPC tags and readers, EPC middleware, ONS (Object Naming Service), EPC IS (EPC Information Service) servers, PML (Physical Markup Language) language, etc.
The EPC code is a unique number used to identify a specific item in the world. The EPC code is stored in an EPC tag. EPC tags are affixed to objects to identify them. EPC readers are used to read EPC tags.
EPC middleware are software of the EPC system. They gather, store, and process information and interact with other EPC Middleware.
ONS is an automated networking service similar to the DNS (Domain Name System) that points domain names to websites on the Internet. Since only the EPC code is stored in the EPC tag, computers need some way of matching the EPC code to its related PML data file. That is the role of the ONS, which, when given an EPC code, returns a host address on which the corresponding PML file is located.
EPC IS server gathers EPC-related data from the EPC middleware and integrates with the enterprise internal systems (ERP-Enterprise Resource Planning, WMS-Warehouse Management System, etc.). It also provides standard interface for EPC-related data to exchange within the enterprise and with its trading partners.
PML is a specific language to describe physical objects. When a system with EPC reader reads an EPC tag, the EPC code is transmitted to an ONS in a local network or the Internet to find where information of the product is stored. ONS tells the system the EPC IS server where information about that product is stored. The information about the product can then be acquired. Figure 2 shows the pharmaceutical supply chain in China [11] . From the figure we can see the complexity of pharmaceutical supply chain, which consists of too many procedures. Hospitals or pharmacy can not buy pharmaceutical products directly from manufacturers. The proportion of wholesale part is too large. This leads to the high price of the pharmaceutical products. Also, the pharmaceutical manufacturers can not know whether their pharmaceutical products are in good demand and can not guide the production of their products scientifically. In addition, because of the complexity of the circulation, supervision of the pharmaceutical products has become more difficult. Nonconforming and fake pharmaceutical products can not be identified and prevented in time. This will lead to the medical malpractice. And tracking of the pharmaceutical products is very difficult when finding problem pharmaceutical product.
Analysis of the pharmaceutical supply chain management in China
In the meanwhile, in China, pharmaceutical cold chain system is not perfect [12] , and the cold chain standard needs to be improved. Because of the lack of industry standards, the phenomenon of the Architecture of the Pharmaceutical Supply Chain Management System based on Internet of Things Guomei Liu, Zhengge Li, Shukui Bo "missing link" is often happen for many of the pharmaceutical products which need to be refrigerated during the whole process of the supply chain. There is no uniform standard for the cold chain temperature to follow, so the enterprises often adopt foam tank insulation method which not only has poor insulation effect, but also could easily lead to the "white pollution". And the insulation effect of different insulation material will directly affect the quality of the cold pharmaceutical products. In addition, the lack of refrigerated pharmaceutical products testing specifications leads the refrigerated pharmaceutical products testing using manual measurements. Without data system support, it can not realize real-time early warning. In the area of transport, refrigerated vehicles and refrigerated railcars are seriously insufficient to the cover this massive market. Furthermore, compared to other major countries, China has a fairly low stock of refrigerated warehouse space, which is certainly not enough to service the large consumer base.
Figure 2. Pharmaceutical supply chain in China
Cold chain logistics in pharmaceutical industry is concerned about the storage and the transportation of the pharmaceutical products in a safe environment from the manufacturer to the person who will use it. There are different storage and transportation conditions appropriate to each level of the parametrical industry cold chain. Thus, each level requires different storage and transportation equipments depending on the quantity of the pharmaceutical products to be stored, the duration of storage and the temperature necessary. All equipment must be able to keep the pharmaceutical products safely regardless of the outside temperature [13] .
In the next section of the paper, architecture of the pharmaceutical supply chain management system based on "Internet of things" is proposed. The architecture can solve the problems mentioned above and can promote pharmaceutical supply chain management to be more standard and efficient.
Architecture of the pharmaceutical supply chain management system based on "Internet of things"
Architecture of the pharmaceutical supply chain management system based on "Internet of thing" (shown in figure 3 ) in the paper includes all aspects from pharmaceutical manufacturers, pharmaceutical logistics, hospital (or "pharmacy"), to patients. In pharmaceutical factory, EPC tags (with sensors) are pasted on pharmaceutical products and the related information about the pharmaceutical products is transmitted to Internet. Then no matter whether the pharmaceutical products are in pharmaceutical factory, circulation, distribution or in retail, Medical regulatory agency can monitor and track them easily by "Internet of things". The sensors embedded in the tags can sense the environment parameters such as temperature, humidity, etc. and ensure the temperature-sensitive pharmaceutical products in the correct temperature. All the enterprises in the pharmaceutical supply chain can manage their pharmaceutical products efficiently. Also, the architecture provides a platform for all the enterprises in the pharmaceutical supply chain to share their information and everybody can Architecture of the Pharmaceutical Supply Chain Management System based on Internet of Things Guomei Liu, Zhengge Li, Shukui Bo inquire information that they want to know. Now the paper focuses on the pharmaceutical production management solution, logistics architecture and retail in the system. Figure 4 shows the solution of the pharmaceutical production management. An EPC tag will be pasted on the pharmaceutical product when the pharmaceutical product has been produced in the pharmaceutical factory. A unique EPC number is stored in the EPC tag. The other information about the pharmaceutical product, for example, production batch number, manufacturer, manufacturing date, shelf life, etc., is changed to PML files and saved on the PML servers. PML servers are maintained by the pharmaceutical manufacturer. On the PML servers saved all the information of the pharmaceutical products. EPC readers read the EPC tags affixed to the pharmaceutical products and transmit the information to the EPC middleware. EPC middleware save the information to the local EPC IS server. Simultaneously, it registers the EPC number on the ONS. The ONS matches the EPC number with the address of the PML servers on which saved information about the pharmaceutical products. Then everyone can query the related information about the pharmaceutical products through Internet.
Pharmaceutical production management solution
When the pharmaceutical products are shipped out, EPC readers will read the related EPC number and EPC middleware will transmit the EPC number to the EPC IS Server and ONS. Then the EPC IS Server and ONS will know which pharmaceutical products have been shipped out.
Logistics architecture
During the process of logistics, EPC tags affixed to the pharmaceutical products can be red by the EPC readers of the pharmaceutical logistics service providers. Figure 5 shows the situation in the warehouse. When the pharmaceutical products are sent into the warehouse or delivered from the warehouse, EPC readers read the information of the EPC tags affixed to the pharmaceutical products and transmit the information to the EPC middleware. EPC middleware forward the information to the EPC IS Server and the local ONS. Then the pharmaceutical products can be identified and recorded automatically. It does not need to examine them manually one by one. Thus, the efficiency of sending pharmaceutical products to the warehouse or delivering them from the storage is improved. And inventory information can be updated automatically. The architecture can greatly improve the efficiency of the storage management. And the architecture can improve the efficiency of the Architecture of the Pharmaceutical Supply Chain Management System based on Internet of Things Guomei Liu, Zhengge Li, Shukui Bo pharmaceutical logistics. Sensors embedded in the tags sense the environment in the warehouse, and the system can alarm when the sensed data exceeds a certain threshold. This can ensure the temperature-sensitive pharmaceutical products in correct temperature.
Figure 4. Management to pharmaceutical production
In addition, automatic identification can ensure the pharmaceutical logistics service providers to learn the inventory in time and to take the appropriate measures. The architecture can also give the pharmaceutical logistics service providers alerts of security, being out of stock and others. 
Retail in system
When patients buy pharmaceutical products from hospital or pharmacy, EPC readers in the hospital or pharmacy will read the EPC tags affixed to the pharmaceutical products. Then the pharmaceutical products can be identified and confirmed through "Internet of things". The EPC middleware of the Architecture of the Pharmaceutical Supply Chain Management System based on Internet of Things Guomei Liu, Zhengge Li, Shukui Bo hospital or pharmacy can update the local inventory information. It also transmits information to the EPC IS Server of the pharmaceutical manufacturers through "Internet of things". The pharmaceutical manufacturers will modify the information to indicate that these pharmaceutical products have been consumed. Then the lives of these pharmaceutical products end in the pharmaceutical supply chain. In the meanwhile, the pharmaceutical manufacturers can learn the market conditions of the pharmaceutical products and can guide the production of them scientifically. Simultaneously, the sensors embedded in the tags can ensure the pharmaceutical products in the correct condition. Thus, the safety of the pharmaceutical products is reliable.
Workflow of the system
Workflow of the system is shown in figure 6 . When a pharmaceutical product is produced in the pharmaceutical factory, An EPC tag with a unique EPC number and sensors will be pasted on the pharmaceutical product. And other information about the pharmaceutical product, for example, production batch number, manufacturer, manufacturing date, shelf life, etc., is changed to PML files and saved on the PML servers. Then, either the pharmaceutical product is in warehouse, during process of logistics, or in retail, EPC readers can read the EPC tag affixed to the pharmaceutical product and transmit the information to the EPC middleware. EPC middleware forward the information to the EPC IS server and the local ONS. Then the pharmaceutical product can be identified and confirmed automatically through "Internet of things". The system also ensures the pharmaceutical product in the correct temperature. All the data of different industries are transmitted to the Internet. And they are shared by everyone. The public can inquire the data by computer, telephone, mobile, etc. Monitoring to the pharmaceutical products becomes very easy. Architecture of the Pharmaceutical Supply Chain Management System based on Internet of Things Guomei Liu, Zhengge Li, Shukui Bo information and management ability of the pharmaceutical industry will be improved. This will accelerate the development of the pharmaceutical industry. Undoubtedly, it is a great help to enhance the competitiveness of the pharmaceutical industry. Some early adopters are showing that the business value of his approach is real [14] . For example, Panalpina Air & Ocean, the internal service providers within global freight forwarder Panalpina, has been using wireless sensors to monitor pharmaceutical shipments since 2010. This implementation has been driven by a vision for pro-active intervention and management by exception principles. The initial implementation has already resulted in major improvements in process quality and customer service. The potential business value is significant. Secondly, monitoring to the pharmaceutical products will become easier, and the safety of the pharmaceutical products can be guaranteed. Because of the low level of information, now the monitoring system to the pharmaceutical products is uncompleted, insensitive and weak. And human health is potentially at risk. Through Internet of things, monitoring to the whole pharmaceutical supply chain including production, warehousing, transportation, wholesale and retail can be carried out continuously. Monitoring becomes very easy. Then the safety of the pharmaceutical products will be improved greatly. And this is very benefit to human health.
In China, Beijing Pharmaceutical Co., Ltd.
[15] is a large-scale state-owned holding pharmaceutical company with a history of 60 years. It mainly engaged in the wholesale distribution of pharmaceuticals, retail chains and pharmaceutical production. Its total annual sales are more than 15 billion yuan. In order to achieve full lifecycle management to the temperature-sensitive pharmaceutical products, Beijing Pharmaceutical Co., Ltd. before also carried out the corresponding temperature management operation based on thermometer data. But due to technical limitations, cold chain management is only extensive management. In order to improve the quality of the cold chain management, Beijing Pharmaceutical Co., Ltd decided to upgrade the equipment and introduce the new RFID cold chain management system in September, 2010. Now Beijing Pharmaceutical Co., Ltd no longer needs to worry about the full lifecycle management of the temperature-sensitive pharmaceutical products. In the process of the pharmaceutical cold chain management, because of the characteristics of the RFID system, without manual operation, temperature changes of the pharmaceutical products can be recorded automatically and doing these need not to open the box. Whether it is a product or multiple products, whether it is in the same location or multiple locations, RFID will upload the recorded data to the data center of the system timely and accurately to achieve the pharmaceutical cold chain management throughout the process of production, warehousing, transportation and retail. Then pharmaceutical companies and hospitals can query information about the pharmaceutical products anytime and anywhere. The combination of RFID technology and refrigeration container makes it possible to realize item-level real-time temperature management to the multiple batches of small quantities of temperature-sensitive pharmaceutical products.
Thirdly, the application of "Internet of things" to pharmaceutical supply chain can prevent selling fake pharmaceutical products and can improve incident handling capability of the government. In pharmaceutical supply chain management system based on Internet of things, Because EPC code for a pharmaceutical product is unique and can be inquired anytime, fake pharmaceutical products can be identified easily. Thus it is almost impossible for patients to buy fake pharmaceutical products. And with this system, Tracking and handling problem pharmaceutical product also becomes easer than before.
Conclusion and future work
According to the features of "Internet of things" and the situation of the pharmaceutical supply chain management, we proposed the architecture of the pharmaceutical supply chain management system based on "Internet of things" in the paper. "Internet of things" is applied in the pharmaceutical supply chain management. The architecture of the system is built. The most important modules of the architecture are designed. The system based on the architecture will make the whole pharmaceutical supply chain management be highly information-oriented, networking, dynamic, transparent and intelligent. When the system is put into use, the management ability and international competitiveness of the pharmaceutical industries can be improved greatly. In addition, the system is strong protection for the safety of the pharmaceutical products. It has good application prospect.
Though the architecture of the system is designed in this paper, there are a lot of job to do for the practical application of the system. In the next following research work, we will focus on the specific design of the system.
